ITpunosxenue N 1

IMMAMSITKA 1JI51 OBYYAIOIIIUXCH
OB NTH®OPMAIIMOHHOM BE30OITACHOCTH JETEN
HEJIb3

1. Bcem moapsn coolmiaTh CBOIO 4YacTHYH HHGOpPMAIUIO (HACTOSIIUE WM,
dbammiuio, tenedoH, aapec, HOMEp IMIKOJIbI, a Takke (dororpaduu cBou, CBOEH
CEMBbH U Apy3ei);

2. OTKpBIBaTB BJIOKCHHBIC q)aﬁﬂbl 3J'I€KTpOHHOI>i IIO4YThI, KOraza HC€ 3HACIIb
OTIIPABUTCIIA,

3. FPY6I/ITB, npuanupaTbCia, OKA3bIBATH JABJICHUC - BCCTHU ce0s1 HEBEXKIUBO H
arpeCCrUBHO,

4. He pacrniopspkaiicsi JeHbIaMH TBOEHM ceMbU 0€3 paspelieHusi CTapiiux - BCernaa
CIIpallluBal poAUTEIICH;

5. He Bctpeuatics ¢ MHTEpHET-3HAKOMBIMU B PEAIBHOM JKU3HU - TIOCOBETYUCS CO
B3POCJIBIM, KOTOPOMY JOBEPSIEIIb.

OCTOPOXHO

1. He Bce numyT npaBay. Yuraems o cebe Henpapny B MHTepHeTe - coobuiu 00
ATOM CBOUM POJIUTEISIM WIIHM ONEKYHaM;

2. llpurnamaroT MnepenuchBaThCsA, WUrpaTh, OOMEHUBATHCS - TPOBEPh, HET JIU
II0/IBOXA;

3. He3akonHoe konupoBanue (aiiioB B UHTepHETE - BOPOBCTRO;
4. Bcerna pacckasbiBaii B3pOCibIM O ITpo0iemMax B CETH - OHH BCETla TIOMOTYT;

5. Vcnonb3yit HacTpOiKku 6€30MaCHOCTH U IPUBATHOCTH, YTOOBI HE TIOTEPSITH CBOM
AKKaYHTBI B COLICETSX U APYTUX ITOPTaIax.

MOXHO

1. YBaxail qpyrux nojib30BaTemeu;

2. Ilonw3yeumbcss THTEPHET-UCTOYHUKOM - J€JIaidl CChUIKY Ha HETO;
3. OTKpbIBall TOJNBKO T€ CCHUIKU, B KOTOPBIX YBEPEH;

4. OOmaThecs 3a MOMOUIBIO B3POCIBIM - POAUTENH, OMNEKYHbl U aJIMUHUCTpalus
CalTOB BCErJa MOMOIYT;

5. Ilpoitnn oOyuenune Ha caiite "CeTeBHYOK" M MOJAy4H MacmopT HUGPOBOTO
rpakaaHuHa!



[Tpunoxenne N 2

NHO®OPMALIMOHHASA ITAMATKA
JJIAA OBYUYAIOIUXCA A PASMEIHIEHUSA
HA OOUIIUAJBHBIX HHTEPHET-PECYPCAX

C KaxaplM TOJOM MOJIOJIC)KW B MHTEPHETE CTAHOBUTHCA OOJbINE, a MIKOJbHUKU
OIHA M3 CaMbIX AaKTUBHBIX IOJIb30Barenend PyHera. Mexay Tem, NOMHUMO
OTPOMHOTO KOJIMYECTBA BO3MOXHOCTEH, HMHTEpHET HECeT U NpoOJIeMbl. ITa
IIaMsITKa JOJDKHA IOMOYEL Te0e 0€30IacHO HAaXOAUTHLCS B CETH.

KommneroTepHbie BUPYChI

KomnbroTepHblii BUpPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOrpamM,
OTJIUYUTENIbHON OCOOCHHOCTBIO KOTOPOM SIBISIETCS CIIOCOOHOCTh K Pa3MHOKEHUIO.
B nomnonHenue k 3TOMy, BUPYCHl MOTYT MOBPEAWTH WM MOJHOCTHIO YHUUYTOXHUTH
BCe (haiiyIbl ¥ JaHHBIC, TTOJAKOHTPOJIBHBIC MOJIB30BATEI0, OT UMEHU KOTOPOTO ObLTa
3amyleHa 3apaXeHHas MporpaMMa, a TakKe MOBPEIUTh WM JIaKE YHUUTOXKHUTH
OTNEepallMOHHYI0 CUCTEMY CO BCeMHU (aillamu B 1eioM. B OONBIIMHCTBE ClyyaeB
pPacIpoOCTPaHSIIOTCS BUPYCHI Yepe3 MHTEPHET.

MGTO,IILI 3alIHUThI OT BPCAOHOCHBIX ITPOrpaMM:

1. I/ICHOHLSYﬁ COBPCMCHHBIC OIICPAIIMOHHBIC CHUCTCMbI, HMCHOIINC CepB€3HBIﬁ
YPOBCHD 3alIUTHI OT BPCAOHOCHBIX IIPOTpaMM;

2. IlocrosHHO ycraHaBnuBaii mautu  (UdpoOBBIE  3alIaTKH, KOTOPHIE
ABTOMAaTHYECKH YCTAaHABIIMBAIOTCS C IIEJBI0 JOPAOOTKH MPOTPAMMBI) M JPYTHE
OOHOBJICHHSI CBOEH omepaniMoHHOW cucTteMmbl. CkayumBaii WX TOJBKO C
opunmanpHoro caira paspaborumka OC. Ecam  cymecTByeT — pexum
ABTOMATHYECKOro OOHOBJICHMS, BKIIOYH €r0;

3. PabGoraii Ha cBoeM KOMIBIOTEpE TOJ TMpaBaMU TMOJB30BaTENs, a HE
aIMUHUCTPATOpa. ITO HE TMO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMM
MHCTAJUIMPOBATHCSI HA TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonb3yil  aHTHUBUPYCHBIE  MPOTPAaMMHBIE  TMPOAYKTHI  HM3BECTHBIX
MPOU3BOJIUTENIEH, C aBTOMATHUYECKUM OOHOBJICHUEM 0a3;

5. Orpannyb (PU3NYECKUI AOCTYI K KOMIIBIOTEPY [IJIs1 MIOCTOPOHHUX JIUILL;

6. Ucnonp3yil BHENIHWE HOCHUTETW WHPOpMAIMH, Takue Kak (Jemika, AUCK WIH
¢aiin U3 UHTEpHETA, TOJIBKO U3 TPOBEPEHHBIX NCTOYHUKOB,;

7. He oTkpbiBail KOMIbIOTEpHBbIE (aiibl, MOJYYEHHBIE W3 HEHAJEKHbBIX
UCTOYHUKOB. Jlaxe Te (pailyibl, KOTOpbIE MpUCcal TBOW 3HAKOMbIN. Jlyuiie yTouHu
y HEro, OTIPAaBJIsyI JIM OH TeOe UX.



Ceru WI-FI

Wi-Fi - 310 He BHJ miepefayu JaHHBIX, HE TEXHOJOTHs, a BCEro JIMIIb OpEH],
Mapka. Eme B 1991 roay Huaepnanickass KOMIIaHMs 3aperucTpupoBalia OpeH
"WECA", uto o06o3Hauano caoBocouetanue "Wireless Fidelity", kotopslii
NepeBOIUTCA Kak "OecrpoBOIHASI TOYHOCTD .

Jlo Hamiero BpeMeHHU jaouuia Apyras abOpeBuarypa, KOTopas SIBISETCS TaKOM e
TexHosioruei. 9to abopeBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM
Ha CTaHAapT Beiclied 3BykoBoi TexHuku Hi-Fi, yto B mnepeBoae o3Hauvaer
"BBICOKAast TOUHOCTB".

Jla, OecruiaTHBIA WHTEPHET-IOCTYN B Kade, OTEeJSIX W a’dpoIopTax SBISETCS
OTJINYHOM BO3MOXKHOCTBIO BBIXOJIa B MHTEpHET. Ho MHOrMe sKCHepThl CUUTAIOT,
yto obmeaoctynubie Wi-Fi ceTu He sSBIsIOTCS 0€30MacHbIMHU.

CoBeThbl 10 0€30MacHOCTH pabOTHI B 00IIEAOCTYTHBIX ceTsiX Wi-fi:

1. He nmepenasaii cBoro nuuHyro nHpopMmaiuio yepes oodmenocrynusie Wi-Fi cern.
PaboTast B HHMX, *eJIaTeJbHO HE BBOJUTH IMAPOJIA JIOCTYIIA, JIOTUHBI U KaKUE-TO
HOMEpa;

2. Vcnionb3yit 1 OOHOBISIA aHTUBUPYCHBIE POTpaMMBbI U Opanamayep. Tem caMbiM
Thl 00€301acuIllb ce0s OT 3aKaUKU BUpYCa HA TBOE YCTPOWUCTBO;

3. IIpu ucnonw3oBanuu Wi-Fi orkmoun ¢yakuuio "OOmuii goctyn K ¢daitnam u
npuntepam". JlaHHas (YHKIUS 3aKphiTa 10 yMOJYAHHUIO, OJHAKO HEKOTOPHIC
TI0JTb30BATENIN aKTUBUPYIOT €¢ AJIs y1I00CTBa NCIIONb30BaHUS B paboTe WiH yueoe;

4. He ucnone3yit nmyonuunbii WI-FI nns mepenaun TUYHBIX JaHHBIX, HApUMEP
JUIS1 BBIXOJIA B COLMAJIBHBIE CETU UJIU B 3JIEKTPOHHYIO MIOUTY;

5. Mcnonp3yit TosbKO 3amuiieHHoe coenunenue yepe3 HTTPS, a ne HTTP, T.e.
pu Habope BeO-anpeca BBoau uMeHHO "https://";

6. B moOunpHOM Tenedone ortkmoun ¢yHkmuio "Tlonkmrouenme k  Wi-Fi
apromarnuecku". He momyckaili aBTOMaTHYECKOTO MOJAKIIOUEHHS] YCTPOMCTBa K
cetsim Wi-Fi 6e3 TBoero cormacus.

CorimanbpHbIe CETH

ComnmanpHble CETH aKTMBHO BXOJST B HAIly >KM3Hb, MHOTHE JIIOAM pabOTalOT U
KUBYT TaM TOCTOSIHHO, a B Facebook y»xe 3apeructpupoBan MuUIHApa YEIIOBEK,
YTO SBISCTCS OJTHOM CEIbMOM BCEX JKHTEIEH MmjIaHeThl. MHOTHE IMOJIb30BaTEIIM HE
MOHUMAIOT, YTO UHGPOPMAIMs, pa3MEIICHHAas UMHU B COLMAIBHBIX CETSIX, MOXET
OBITh HalJicHAa W HCIOJb30BaHA KEM YIrOJHO, B TOM YHCJIE HE 0053aTCIBHO C
0JlaruMu HAaMEPEHUSIMHU.

OcCHOBHBIE COBETHI 110 0€30ITACHOCTHA B COLUAIBHBIX CETIX:

1. Orpanuub cnucok Jpy3ei. Y TeOst B Ipy3baX HE JIOHKHO OBITh CIY4YalHBIX U
HE3HAKOMBIX JIFOICH;



2. 3amumiail cBOO 4acTHYIO ku3Hb. He ykasbiBail maponu, TenedoHBI, ajpeca,
JaTy TBOETO POXKACHUA U APYTYHO JIMUHYIO HHGOPMAIUIO. 3JI0YMBIIITICHHUKU
MOTYT HCIOJIb30BaTh JaXe HH(OpPMAIMI0O O TOM, KaK Thl U TBOU POIUTEIIH
IJIAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3ammiuail cBOIO pemyTaluio - JepKH €€ B YHCTOTE W 3ajaBail cebe BoIpoc:
XoTea Obl Thl, YTOOBI APYTrHE IMOJIb30BATENM BUIEIH, YTO Thl 3arpyaeiib?
[lonymaii, mpex/ie 4em 4To-To ONyOJIMKOBATh, HAIIUCATh U 3arPy3UTh;

4. Ecau Tbl TrOBOpHIIbL C JIOJBMH, KOTOPBIX HE 3HACllb, HE HCIOJB3YH CBOE
peanbHOE UMSI U IPYTYIO JUYHYI0 MH(GOPMAIMU: UM, MECTO JKUTEIbCTBA, MECTO
yueObl U Mpoyee;

5. Us6erait pasmenienus d¢otorpaduii B MHTEpHETE, T/E Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOM MOKHO OIPEJIEIUTh TBOE MECTOIOIO0KEHHUE;

6. HpI/I perucrtpanuu B COILMAJILHOM CETHU HGO6XOIII/IMO HUCIIOJIB30BAaTh CJIOXKHBIC
mapoJu, CoOCToAIMC 13 6y1(B )41 III/I(l)p N C KOJIMYCCTBOM 3HAKOB HC MCHCC 8;

7. Jlns coluaibHOM CeTH, MOYTHI U JIPYTHX CAUTOB HEOOXOIWMO HCIOJIb30BATh
pasHble maponu. Torma ecnu TeOs B3JIOMAOT, TO 3JOYMBINUICHHUKH TOJydYat
JOCTYI TOJBKO K OJHOMY MECTY, a HE BO BCE Cpasy.

9J’I€KTpOHHI>I€ JCHBI'

ONEeKTpOHHBIE JICHBI'M - OTO OYEeHb YAOOHBIA Croco0 TIIaTeX e, OJIHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIC XOTSAT MOJYYUTh 3TU JICHBT .

DNEeKTpOHHBIE [I€HbI'M MOSBUJINCh COBCEM HEIABHO M HMMEHHO H3-3a 3TOTO BO
MHOTHX I'OCYJIapCTBax 0 CUX IIOP HE MPOIUCAHO IIPO HUX B 3aKOHAX.

B Poccum xe oHM (YHKIIMOHUPYIOT M O HUX YK€ IMPOIMCAHO B 3aKOHE, TJI€ UX
pa3eNsaoT Ha HECKOJIbKO BHIOB - aHOHUMHBIC U He aHOHMMHbBIC. PazHuima B ToM,
YTO aHOHHMMHBIC - 3TO T€, B KOTOPBIX pa3pemracTcs MPOBOJMTH OIeparuu 0e3
UACHTU(DHUKAIIUY TT0JTh30BaTEIIs], @ B HCAHOHUMHBIX HICHTU(HUKAIINAS TTOJIH30BATEIIS
SIBIISIETCST 00S3aTEIIBLHOM.

Taxxe cnegyer pa3nuyaTh  DIEKTPOHHBIE  (UAaTHbIE  JEHBIH  (PaBHBI
rOCYy/IapCTBEHHBIM BaJlIOTaM) M JJIEKTPOHHBIC HE(pUATHBIC JIEHBIU (HE DPaBHBI
rOCYJapCTBEHHBIM BAIIOTaM ).

OcHOBHBIE COBETHI IO 0€30MaCHOM paboTe ¢ AICKTPOHHBIMU JICHBIAMH:

1. IpuBsiku K cueTy MOOWIBHBIA TeneoH. DTO caMmblii YIOOHBIH W OBICTPHIMA
croco0 BOCCTAaHOBUTH JOCTYI K cueTy. [IpuBs3aHHbIA Tele@oH MOMOXKET, €CiIu
3a0y/enb CBOM TMJIATe)KHBIA Tapoib WM 3alJenlb Ha CalT ¢ HE3HAKOMOTO
YCTPOWCTBA;

2. Hcnone3yii opHopa3zoBble mnaposd. llocne mnepexoga Ha  yCHUIICHHYIO
aBToOpHU3alMio TebOe yxe He OyJeT Yrpo’KaThb ONACHOCTb KpaKh WJIM MepexBaTa
IJIATEKHOTO MapOJIs;



3. BoiOGepu cnoxHbiil mapossb. [IpectynHukaMm OyieT HE MPOCTO yrajaTh CIOXKHBIN
napoib. HanexuHele maposu - 3T0 MapoJid, KOTOpbIE COAEpPKAT HE MEHee § 3HAKOB
U BKJIIOYAIOT B ce0s CTPOYHbIE W MPOMHUCHBbIE OYKBBI, HU(PBI M HECKOIBKO
CUMBOJIOB, TaKM€ KaK 3HaK JoJuiapa, (yHTa, BOCKIMLATEIbHBIM 3HAK M T.I.
Hampuwmep, $tROng!;;

4. He BBOJIM CBOM JTUYHBIC TaHHBIE HA CaliTax, KOTOPHIM HE JI0BEPSCIIIb.
DJIEKTPOHHAS TTOYTA

DNEeKTpOHHAsl MOYTa - 3TO TEXHOJOTUS W MPEAOCTaBIsEMblE €0 YCIYI'H II0
MEPECHIIKE U MOJYUYEHUIO JIEKTPOHHBIX COOOIIEHUHN, KOTOPbIE paclpeeIsitoTCs B
KOMITbIOTepHON ceTu. OOBIYHO HJIIEKTPOHHBIM IMOYTOBBIN SIIUK  BBITJISIUT
cienyronmM o0pa3oM: UMsI_TOJIb30BaTeNsI(@WuUMsl_ToMeHa. Taxxke KpoMme nepesadu
IIPOCTOT0 TEKCTa, UMEETCSI BOBMOKHOCTD Iepe1aBaTh (hailiibl.

OcHOBHBIE COBETHI MO OE30MaCHOM paboTe € INEKTPOHHOM MOYTOM:

1. Hago BeIOpaTh NMpaBUIIbHBIN MOYTOBBINA cepBHC. B MHTEpHETE €CTh OrpPOMHBINM
BbIOOp OECIUIATHBIX TMOYTOBBIX CEPBHMCOB, OJIHAKO JIydllle TOBEPSITH TEM, KOTO
3HACIIb U KTO IIEPBbIM B PEUTHUHIE;

2. He yka3piBail B JMYHOM mouTe JuuHyl0 uHpopmanuio. Hampumep, myurie
BbIOpaTh "My3bIKaIbHbIN (hanat@" wim "pok2013" BmMecto "Temal3";

3. Wcnonp3y#d NBYXATAlHYIO aBTOPU3AIMIO. DTO KOT/Ia TTOMUMO IapoJisl HYXKHO
BBOJIMUTH KOJI, MPUCHUIaEMbIN 10 SMS;

4. BeiObepu CIOKHBIN Maposib. [[J1s KaXk10ro Mo4TOBOTO SIIIUKA JOJIKEH OBITh CBOM
HAJICKHBI, YCTOMYMBBIN K B3JIOMY MapoJib;

5. Eciim ecTh BO3MOXXHOCTh HAaIlUCaTh CaMOMY CBOM JIMYHBIM BONPOC, UCIOJIb3YH
3Ty BO3MOXHOCTb;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX AMIMKOB. [IepBbIi N1 4acCTHOM MEPENUCKH C
agpecaTaMy, KOTOPbIM Tbl JIOBEpsCIIb. JTO SJIEKTPOHHBIA aJpec HE HaJlo
MCITIOJIb30BaTh MPU PETHCTPAIMU HA (OpyMax M calTax;

7. He oTkpbIBait (aitibl 1 Ipyrue BIOKEHUS B MUChMaX, AK€ €CIM OHU MPUIILTH
OT TBOUWX Jipy3ei. Jlydie yTouyHU y HUX, OTIIPABIISUIN JIX OHU TeOe 3TH (haiibl;

8. Ilocne okoHUaHusi pabOTHI HA TOYTOBOM CEpPBHUCE NEPE] 3aKPBITUEM BKJIAJKU C
caiiToM He 3a0y/Jb HaxkaTh Ha "BeiiiT".

KubepOymmHT ninn BUPTyaabHOE U3AEBATEIBCTBO

KubepOymmar - mpeciieioBaHUE COOOIICHUSMH, COAEPKAIIMMH OCKOPOJICHUS,
arpeccuto, 3alyruBaHue; XyJUraHCTBO; COIMaIbHOE OOMKOTUPOBAHKE C MOMOUIBIO
Pa3JIMYHBIX UHTEPHET-CEPBUCOB.

OcHOBHbIE COBETHI 110 OOpHOE ¢ KUOEPOYILIITMHIOM



1. He 6pocaiicst B 60ii. JIyumuii croco0: MOCOBETOBAThCS KaK ce0sl BECTH U, €CIIU
HET TOr0, K KOMY MOXHO 00paTUTHCS, TO BHAYAJIC YCTIOKOUTHCS. Ecu Thl HaUHEIIh
OTBEYaTh OCKOPOJICHUSIMH Ha OCKOPOJIEHHUS, TO TOJBKO €Ile OOJIbIE PAa30XIKEIllb
KOH(DJIUKT;

2. YnpaBnsii cBoell kubeppenyTranuei;

3. AHOHUMHOCTbH B ceTu MHUMas. CylIecTBYIOT CIIOCOOBI BBISICHUTb, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIMIaHCKUH 00pa3 BHUPTyaJIbHOW >KU3HU. VHTEpHET
(¢ukcupyer Bce TBOM JEHCTBUS U COXpAHSET UX. YJAIUTh UX OyJeT KpaiiHe
3aTPYAHUTEIBHO;

5. Cob6nroaail cBOIO BUPTYaIbHYIO YECTh CMOJIOJY;

6. Urnopupyit enquuuunbiii HeratuB. OTHOPA30BbIE OCKOPOUTEIILHBIE COOOIICHMUSI
Jydiiie urHopupoBaTh. OOBIYHO arpeccusi MpeKpailaeTcsi Ha HayaabHOW CTaIuH;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTIHOBEHHBIMH COOOIICHUSIMH, B
COITMAIBHBIX CETSAX €CTh BO3MOYKHOCTH OJIOKUPOBKH OTIPABKH COOOIIECHUN C
ONpEIENICHHBIX aJPECOB;

8. Eciu Th1 cBuaerens kubOepOyyuivHra. TBOM AEHCTBUS: BBICTYMUTH MNPOTUB
[IpECIIEIOBATENIs, II0Ka3aTb €My, 4TO €ro JACHCTBHs OLICHUBAIOTCA HETAaTUBHO,
nojaepXxarb JKEPTBY, KOTOPOM HY’)KHA IICHXOJOTHYECKas IOMOIlb, COOOLIUTH
B3pOCIIBIM O (paKTEe arpeCCUBHOIO NIOBEIEHUS B CETH.

MoOunbHBIN TenedoH

CoBpeMmeHHBIE cMapTPOHBI W TUTAHIICTHI COAEPKAT B ceOe BIIOJTHE B3POCIBIN
GyHKIMOHANI, W TENmepb OHM MOTYT KOHKYPHUPOBATh CO CTAaIllMOHAPHBIMH
KoMIibtoTepaMu. OIHAKO, CPEACTB 3aITUTHI JJI TOJAOO0HBIX YCTPOUCTB IMOKA OYEHb
Masio. TecTupoBaHME U TOUCK YA3BUMOCTEH B HHUX HPOUCXOJAUT HE Tak
UHTEeHCUBHO, Kak s [1K, To ke camoe kacaeTcss 1 MOOMIIBHBIX MTPUIIOKCHUH.

CoBpemeHHBIE MOOWIBHBIE Opay3epbl YK€ MPAKTUYECKH JIOTHAIM HACTOJbHBIC
aHAJOTH, OJHAKO paciupeHne (yHKIMOHAIA BIEYET 3a €000 OOJBIIYIO
CJI0’KHOCTb U MEHBIIYIO 3aIlIMIIEHHOCTD.

H&J’IGKO HC BCC IIPOHU3BOIMUTCIIM BbIIIYCKAIOT O6HOBJ'IGHI/IH, 3aKPbIBAOIINC
KPUTHYCCKHC YA3BUMOCTHU AJIA CBOUX YCTpOﬁCTB.

OcCHOBHBIE COBETHI /IJIs1 0€30MaCHOCTH MOOMIBLHOTO TenedoHa:

Huuero He siBnsieTcst mo-HacToseMy OecriaTHBIM. byas ocTopoxeH, Beab Koraa
TeOe mpearaloT OCCIUTATHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
IJIATHBIE YCITYTH;

Hymaii, npexae yem otnpaButb SMS, ¢poTto i Buaeo. Thl TOUHO 3HACIIb, T/E
OHM OYJyT B KOHEYHOM UTOTe?

Heo6x01uMo 0OHOBIATH ONEPALMOHHYIO CUCTEMY TBOETO CMapT(OHa;



Hcnonb3yil aHTUBUPYCHBIE POTPAMMBI JJ1s1 MOOUIIBHBIX TeNIe(POHOB;

He 3arpyxail TOpuiaoKeHHS OT HEHM3BECTHOI'O HMCTOYHHKA, BEIb OHH MOTYT
COJZIepKATh BPEJOHOCHOE MPOrPaMMHOE 00ECIICUCHHUE;

[Tocne Toro Kak Thl BBIAIEUIL C CaliTa, I/1€ BBOAWI JIMYHYIO HH(OPMAIIHIIO, 3aii11 B
HacTpoiiku Opay3epa u yaaiu cookies;

[leproavueckn TPOBEpsH, KaKWe IUIATHBIC YCAYTd AaKTHBHUPOBaHBI Ha TBOEM
HOMEPE;

JlaBaii cBOii HOMEp MOOUJILHOTO Telae(dOHa TOJIBKO JIOASM, KOTOPBIX Thl 3HACIIb U
KOMY JOBEPSIEIIb;

Bluetooth nomkeH ObITH BBIKIIIOUEH, KOT/a Thl UM HE TOJb3yelibes. He 3a0biBait
WHOT/Ia MPOBEPSTH 3TO.

Online urpsl

CoBpeMeHHbIE OHJIANH-UTPBl - ATO KPACOYHBIE, 3aXBAaThIBAIOIIME Pa3BICUCHMUS,
OOBEUHSIONIME COTHH THICAY 4YEJOBEK MO Bcemy Mupy. Mrpoku wuccremyror
JAHHBIA UM MUp, OOLIAIOTCS IPYT C APYTOM, BBINOJHSIOT 3aJaHUSI, CPAKAIOTCS C
MOHCTpPaMHU U TOJY4YarOT OMNBIT. 33 YAOBOJIbCTBUE OHU IUIATAT: NOKYHAKOT JUCK,
OIJIAYMBAIOT a00OHEMEHT WJIM MTPUOOPETAIOT KaKUe-TO OIIIUH.

Bce atu cpenctBa uayT Ha MOJJEpKAHUE U Pa3BUTHE WIPHI, a TAKXKE HA camy
0€30MacHOCTb: COBEPIIEHCTBYIOTCS CUCTEMBI aBTOPHU3allUU, BBIMTYCKAIOTCS HOBBIE
naTuu (1u@pOoBBIC 3aTUIATKY JIs IPOTPaMM), 3aKpBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1omo0HBIX WMrpax CTOMT OMacaThCs HE CTOJIBKO CBOUX CONEPHUKOB, CKOJIBKO
Kpa)kil TBOETO TapoJisi, HA KOTOPOM OCHOBaHa CHUCTEMa aBTOPHU3AIMU OOJIBIIMHCTBA
Urp.

OcCHOBHBIE COBETHI IO 0€30MMaCHOCTH TBOCTO HUI'POBOI'0 aKKayHTa:

1. Eciu apyroii urpox BefeT cels IUIOXO HIIM CO3JaeT TeOe HEMPHUSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Tloxanyiicss agMHUHUCTpATOpaM HUIpPbl Ha IUIOXO€ MOBEAEHUE 3TOr0 HUIPOKa,
KenaTeNbHO NPUIIOKUTh KaKUe-TO JJOKa3aTeIbCTBA B BUJE CKPUHOB;

3. He yka3pIBaii TuuHy0 HHPOPMAIIHIO B TIpodaiiie urpsl;
4. YBaxkall Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranapnmuBaii Heo(HITMa IbHbIC TTATYH U MOJIBI;

6. Mcnonb3yii CIOXKHBIE U pa3HbIE NapOJIH;

7. Jlaxe BO BpeMs UTPbl HE CTOUT OTKJIIOYATh aHTUBHUPYC. [1oka Tl urpaems, TBOM
KOMITBIOTEpP MOTYT 3apa3uTh.

OumuHT NIm Kpaxa JIMYHbIX JaHHBIX



OOBIYHOM Kpakell JAeHer W JOKYMEHTOB CETOJIHS YK€ HUKOrO HE yJIHBHILb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOTHI 37T0YMBIIUIEHHUKH IEPEMECTHIINCH B HHTEPHET,
U IPOJOJKAIOT 3aHUMAThCS "TIOOUMBIM" 1€TTOM.

Tak mosiBUJIach HOBasl yrpo3a: MHTEPHET-MOLIEHHUYECTBA WU (DUILMHT, TJ1aBHAs
1eldb KOTOPOrO0  COCTOMT B  TOJYYEHMM  KOH(PUICHIMAIBHBIX  JAaHHBIX
MoJIb30BaTeNiel - JTOrMHOB U maposeil. Ha anrnuiickom sa3eike phishing yuraercs
kak ¢pumuHr (ot fishing - peiOHas noBis, password - maposb).

OcHoOBHBIE COBETHI 1O OOpHOE C QUITUHTOM:

1. Cnengu 3a cBouM akkayHTOM. Eciu Tbl moJ03peBaclib, YTO TBOSI aHKeTa OblLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JOKMpOBaTh €€ W COOOIIUTH aJMUHHCTpATOpam
pecypca 00 3TOM KaK MOXHO CKOPEE;

2. Wcnonp3yit Oe3onacHbie BeO-CaliThl, B TOM 4YHCIE, WHTEPHET-MAarasuHOB U
TIOMCKOBBIX CUCTEM;

3. Ucnonb3y#t cnoxkHble U pa3Hbie napoiu. Takum o6pa3om, eciu Tedsi B3JIIOMAIOT,
TO 3JI0YMBIIIJICHHUKH TIOJIy4YaT JOCTYI TOJIBKO K OJTHOMY TBOEMY NMPOQUIIIO B CETH,
a He KO BCEM;

4. Ecau 1e0s B3j10Maiu, TO HEOOXOJIMMO MPEIYNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE 100aBJIeHBl Y T€OS B APY3bsAX, O TOM, UYTO T€OS B3JIOMaJH U, BO3MOXKHO,
OT TBOETO UMEHU OYJET pacchUIaThCs ClIaM U CCbUIKU HA (DUILIMHTOBBIE CAlThI;

5. YcranoBu HaaexHbIH mapoias (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKITIIOUM coXpaHeHue napoJs B Opaysepe;

7. He oTkpwiBaii (haiiyibl M IpyTrHe BJIOKEHHS B MUCbMaX, JaXKe €CJIU OHM MPHUIILIN
OT TBOMX Jipy3ei. Jlydlilie yTouHH Y HUX, OTIIPABIISUIH JIX OHU TeOe ATU (aiiiibl.

[udposas penyrarus

[MudpoBas penyranus - 3T0 HETaTUBHAS WM TIO3UTHBHAS WH(OpPMAIUSI B CETH O
tebe. Kommpomerupytomas wuHopmarus, pa3MelnieHHas B WHTEPHETE, MOXKET
CEphE3HBIM O00pa30M OTpPa3UThCS HAa TBOEH peanbHOUM ku3HU. "lludponas
penytanus" - 3TO TBOH UMUK, KOTOPBIM GopMupyercs u3 uaopmaiuu o tede B
WHTEPHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (DPMHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH
XapakTepa U PaccKasbl 0 OJU3KHUX - BCE ITO HAKATUTMBAETCS B CETH.

MHorue mOAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K MNyOJMKalMK — JIUYHOU
nHpopmanuu B MHTEepHETE, HE MOHUMAs BO3MOXKHBIX MOCHCACTBUN. Thl make HE
CMOXEITb J0TaaThes 0 TOM, 4To GoTorpadus, pa3MemeHHas 5 JIeT Ha3al, cTaiga
MPUYMHOM OTKa3a NpUHSTH T€OS Ha padoTy.

KommenTtapuu, pasmenienue TtBoux (ororpaduili u apyrue AeHCTBUST MOTYT HE
HCUYE3HYTh JIa’K€ MOCJE TOTO, KaK Thl UX yJAIUIIb. Thl HE 3HACIIb, KTO COXPaHWUJI
3Ty UHGOpPMAaIMIO, TIONaJIa JIK OHA B IOUCKOBBIE CUCTEMBI U COXPAHUJIACH JIK OHA, a



IJIaBHOE: YTO MOJYMAIOT O Te0e OKPY’KaIOIME JIFOAU, KOTOPhIE HAUAYT U YBUIAT
s10. Haiitn nHpOpManuio MHOTO JET CHYCTS CMOXKET JI000HM - Kak U3 J0OpbIX
noOyXJA€HUM, TaK U C HAMEpPEHUEM NPHUYMHUTH Bped. DTO MOXKET ObITh KTO

YTOZHO.
OcHOBHBIE COBETHI MO 3aIUTE HU(POBOM peryTaIiu:

1. Tlogymaii, mpexe 4em 4To-TO MyOJIMKOBATh U MiepeaaBaTh y ce0s B OJore Win B
COIIMAJIbHOM CETH;

2. B nactpoiikax npo¢uis yCTaHOBU OI'PAaHHYEHHUs HA MPOCMOTP TBOETO Mpoduiis
U €ro COJEPKUMOro, ClIeJal ero ToAbKo "miist apy3en";

3. He pa3smemaii u He yka3piBaili MHQOpPMALIUIO, KOTOpass MOXET KOro-iudo
OCKOPOJIATh WJIK OOMKATh.

ABTOpPCKOE MpaBo

CoBpeMeHHBIC IKOJBHUKHU - aKTUBHBIC MMOJIH30BATEIN ITU(PPOBOrO MPOCTPAHCTBRA.
OnHako Jajieko HE BCE 3HAIOT, YTO MOJL30BAHHE MHOTMMH BO3MOKHOCTSIMH
muppoBoro  Mupa TpeOyeT COOMIOJEHUS TpaB Ha  WHTCIUICKTYaJIbHYIO
cOOCTBEHHOCTb.

Tepmun "UHTEIUIEKTyaIbHAS COOCTBEHHOCTH'" OTHOCUTCS K Pa3IMYHBIM TBOPEHUSM
YeJIOBEUYECKOI0 YMa, HauMHas C HOBBIX M300pETEeHUN M 3HAKOB, 0003HAYAIOITHX
COOCTBEHHOCTh Ha MPOJYKTHI U YCIYTH, U 3aKaHUMBas KHUTamu, (pororpadusmu,
KMHO(PMIBMaMH B MY3bIKaJTbHBIMU MTPOU3BEICHUSIMHU.

ABTOpCcKHE TpaBa - O3TO IIpaBa Ha MHTEIUIEKTYalbHYI0 COOCTBEHHOCTh Ha
IPOU3BENICHHS HAYKH, JIUTEPATYpbl U UCKYCCTBA. ABTOPCKHUE IIpaBa BBICTYIMAIOT B
KayecTBE TAapaHTHUU TOTO, YTO HWHTEJUICKTYaJbHBIN/TBOPUECKHUN TPyl aBTOpa HE
OyZIeT HampacHbIM, JacT €My CHpaBeIJMBbIE BO3MOXKHOCTH 3apaboTaTth Ha
pe3ylbTaTax CBOETO TPy/Ja, MOJYyYUTh HM3BECTHOCTh M TMpu3Hanue. Hukro 0e3
pa3pelleHus aBTOpa HE  MOXET BOCIPOM3BOJIUTH €ro  MPOU3BEICHUE,
pacupocTpaHsaTh, MYOIMYHO JEMOHCTPUPOBATh, NPOJaBaTh, HMIIOPTUPOBATH,
MyCKaTh B MPOKAT, IMyOJUYHO HUCIOJHATH, MOKA3bIBATH/UCIIONHITh B dPUPE WIN
pasmewmars B IHTEpHETE.

Hcnonp3oBanue "mUpaTckoro" MpOrpaMMHOTO OOECIeYeHUS] MOXKET MPHUBECTH K
MHOTHM pPUCKaM: OT MOTEPH JAHHBIX K TBOUM aKKayHTaMm JO OJOKHUPOBKH TBOETO
YCTpOWCTBA, TJiI€ YCTAaHOBJIEHA HelerajdbHas mporpamMma. He crouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JETalbHbIE W OECIUIaTHBIE TPOTPaMMBbI, KOTOPHIC
MOKHO HAUTH B CETH.

O nopraie

CeteBn4oK.pd - TBOM TJIaBHBIM COBETYMK B CETHU. 3/€Ch Thl MOXKEIIb y3HATh O
0e30MacHOCTH B CETH MOHSATHBIM U JOCTYITHBIM SI3BIKOM, a MPH BO3HUKHOBEHUU
KPUTHYECKON CHUTyalluuM OOpAaTUTHCSA 3a COBETOM. A TaK)Ke MPUHATH ydacTHE B
KOHKYpPCax M CTaTh CaMbIM IU(PPOBBIM I'paKJaHUHOM !



